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Ozet
DataDevastation , Soner Yalgm’r temsilen Avukat Dr. Duygun Yarsuvat ve
Avulat Hiseyin Ers6z’iin yapms oldugu talep iizerine, ODA-TV den kaldirilan
sabit stiriicti tizerinde, varsa, ne tiir bir kurcalama yapildigint belirlemek igin disk
gorintiisini incelemistir.  Sabit disk kurcalanmadan o6nce diskin izerinde yer
almadigl Gne siriilen birtakim kotd amaght yazilimlarin, yemleme (phishing) e-
postalarinin ve belgelerin oraya "yerlestirilmis olmasi" nedeni ile, s8z konusu sabit
disk tizerinde kurcalama yapildigi iddia edilmektedir.  Burada yapilan adli
sorusturma, makul bir kesinlik derecesi dahilinde, bu iddialarda herhangi bir gegek
payt olup olmadigini ve bu sabit diskin ODA-TV’'nin zimmeti, tasarrufu ve
kullaniminda iken kurcalamip kurcalanmadigini ve Oyle ise ne dereye dek

kurcalandigim belirlemeyi amaglamaktadir.

1  Delil Teskil Eden islemler
1.1 Paket

DataDevastation, CyberDiligence’dan bir Fedex paketi almistir. Bu pakette,
icinde tekli 3.5” SATA hard diski bulunan bir yazilim siriiciisii bulunmaktadir. Paket
icinde bulunan bu siriicii, “ODA-TV HDD6” olarak etiketlenmis bir Western Digital
suriiciisudiir.

Paket, bas tetkik¢i Joshua Marpet tarafindan agilmis ve incelenmugtir.  Paket.
tarafimizdan agilmadan 6nce agilmamis goriinmektedir,

1.2 Disk

Disk incelenmis ve normal bir 3.57 SATA hard disk siiriiciisii olarak goriinmiistiir.
Bir disk kizagina yerlestirildiginde, fiziksel olarak takildig bilgisayara basarih bir sekilde
baglanmigtir. Diskte, 61 pakete veya dosyaya bolinmiis olan 1 adet resim dosyasi
bulunmaktadir. Bu dosyalar IMAGE.001 ila IMAGE.061 olarak adlandirilmgtir. Diskte
ayrica adi 2011-02-14 12-26-56 00044 D2F.LOG olan bir dosya daha vardir. Bu dosya,
bir Dosya Loguna Tablo Diski dosyasidir ve orijinal diski goriintilemek i¢in bir Tablo
sisteminin kullanmimasina dair ayrinttlari igermektedir,

Bu dosyada, disk oziitleri (hash) listelenmektedir:

SHAIL: d09a547f2ae2714ecal7e365695¢7d36bd9815d8
MD3: 5d533¢43c¢70eccd368539¢5107¢63439
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Bu oziitler Autopsy ve Sleuth Kit tarafindan raporlanan 6ziitlerle karstlastirtimistir,
Bunlar mikemmel sekilde eslesmistir.

Bu, DataDevastation’in inceledigi goriintii dosyalarinin goriintiilendikleri anda disk
igerigindekilerle ayni oldugu anlamma gelmektedir.

2 Belgeler

Birgok kisisel bilgisayarda oldugu gibi, s6z konusu sabit disk iizerinde cesitli
formatlarda birgok belge vardir. Bu belgeler cogunlukla basit Microsoft Word Belgeleri,
E-postalar, Excel Calisma Sayfalari, Adobe PDF dosyalari ve benzer tiirdeki belgelerdir.
Ancak bunlardan bazilan adli agidan ilgingtir.

2.1 Dosya Zaman Cizelgeleri

Bir dosya zaman ¢izelgesi olusturulmasi iizerine, tarihi olmayan dosyalarin var
oldugu belirlenmistir. Bunlarin bazilan, basta orada olan dosyalarin artiklanidir, ancak
bazilar degildir,

Muhtemelen zararsiz olan bir gifte 6rnek:

Cuma 17 Agu 2001 15:02:20 9600 m... r/rrwxrwxrwx 00 12361-128-3
C:/WINDOWS/system32/drivers/hidusb.sys

9600 m... r/rrwxrwxrwx 0 0 12365-128-1
C:/WINDOWS/system32/dllcache/hidusb.sys — Tarihi yok, ancak muhtemelen
sadece yukandakinin bir artik dosyasi.

2.1.1 Silinen Komut Dosyalari

212480 m... r/rrwxrwxrwx 0 0 13499-128-3 C:/WINDOWS/SWXCACLS.exe
136704 m... r/rrwxrwxrwx 0 0 13507-128-3 C:/WINDOWS/SWSC.exe
98816 m... r/rrwxrwxrwx 0 0 13566-128-3 C:/WINDOWS/sed.exe

80412 m... r/rrwxrwxrwx 0 0 13568-128-3 C:/WINDOWS/grep.exe

68096 m... r/rrwxrwxrwx 0 0 13570-128-3 C:/WINDOWS/zip.exe

161792 m... r/rrwxrwxrwx 0 0 13578-128-3 C:/WINDOWS/SWREG.exe

Bu dosyalardan bazilari bir Windows makinesinde yaygin ve potansiyel olarak
zararsizken, bir Microsoft Windows makinesinde sed ve grep goriilmesi olagan bir jey
degildir. Bunlar, veriler iizerinde karmasik bir sekilde islem yapilmasi i¢in kullanilan
Unix veya Linux komutlandir. Bunlar viriis veya viriis sahibi tarafindan verlestirilmis
veya kullanilmis olmasi muhtemeldir.

3  Kotii Amag¢h Yazilimlar (KAY)
3.1 KAY Listesi

Bazi dosyalar, diger araglarla birlikte hex editorleri kullanilarak incelenmigtir.
Bu belgelerin birgogunun iizerinde veya iginde viriis, Trojan ve diger KAY g¢esitleri
vardir.
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Cok fazla sayida KAY sorunu tespit edilmistir, diskte basit bir anti-viriis/anti-KAY
taramasi yapilmasi 4 saaften fazla siirmiistir. Bulunanlara dair bir émek asagida
gosterilmektedir. Bu bilgisayarda o kadar gok viriis, Trojan ve solucan bulunmustur ki,
yerimiz sadece bunlarda dair bir ornek gostermeye yetmektedir. Asagidaki ¢rnek
ozellikle ilgingtir.
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3.1.1 Civil Defense-6672

Listedeki ilk viriis olan “Civil Defense-6672”, Symantec’e gore az rastlanir bir
viriistiir.”Wild Seviyesi: Diigiik Viriis Bulagma Sayisi: 0 - 49 Site Sayisi: 0 - 2 Cografi
Dagilim: Diisiik".

Diger bir deyisle, bunu bir sistemin tizerinde bulmak ¢ok ahisilmamis bir durumdur.
Bu, ¢aligma sirasinda saptanamayan, gizli bir viriistiir.

3.1.2 Autorun-BJ

ikinci kotiiciil program olan “Autorun-BJ”, sistemi viriis bulagmis halde
tutmanin bir yoludur. Bir yapilandirma dosyasini taklit eder ancak ihtiyaci oldugu
taktirde bagka viriis programlarint ve kabuk komutlarnn baslatir.  Yapilandirma
dosyalarinin taranmas: teknik nedenlerden dolayr zor oldugundan, birgok antiviriis
programi bunlarin alarmini vermez,

3.1.3 Win32:Malware-gen

Ug gesit viriistin sonuncusu genel amagh bir KAYdir. Virils yazar sadece bir
gbrev kiimesi i¢inde programlama yapmak durumundadir ve Kay bunlart yerine getirir.
Bu, saptamasi ve kaldirmasi son derece zor olan, inat¢i bir yazilimdir.

Bu KAY kombinasyonunun silinmesi bir yana, orada oldugunun bile
belirlenmesi son derece zordur.

3.2 KAY Kullanimi

Bu liste trojanlari, gizli kapi (backdoor) uygulamalarini ve viriisleri igermektedir.
Esasen, bu gesit KAY programlari, hem makineyi kontrol etmek hem de makinenin
bulasan bu virlislerden hi¢bir zaman basarili bir sekilde temizlenememesini saglavacak
birden fazla erisim yolu vermeyi amaglayan bir birim seklinde tasarlanir. Diger her sey
temizlenmis olsa bile sisteme yeniden viriis bulastirabilecek korumali bir solucanin ve
gene! amagli bir viriisin ve komut kabugunun olusturdugu gizlenmis viriislerin
kombinasyonunun  bulundugu  bu  bilgisayarin, uygulamada hi¢bir  zaman
temizlenememesi, veya temizlenmesinin miimkiin olamamas: garanti edilmistir.




ODA-TV makinesine el konmus ve asil sahiplerinin makineyi geri almasina izin
verilmemistir.

Makinenin yeni sahipleri (KAYlart saglayan kisiler), makineden ne fayda elde
etmislerdir?

Tipik olarak, tizerlerinde KAY, bilhassa da bu makinede bulunanlar gibi trojan
virtisleri bulunan bilgisayarlar, ya bir arama motoru agi i¢inde “zombi” makine olarak,
veya baska bazi belli amaglar i¢in kullanilirlar.

Ancak, zombi bilgisayarlarin ¢ogu, bir web sitesi ziyaretinin bilgisayariniza bir viriis
veya ¢aligma indirdigi, web sitesi “kontrolindeki™ viriisler aracihgiyla elde edilirler. Bu
bilgisayarlar bir arama motoru agma indirilir ve daha sonra yaramaz (spam) posta
gonderilmesinden DDoS (Dagitik Hizmet Aksatma) saldirilarina dek her sey icin
kullanilabilirler.  Kotiiciill aktor ozellikle o bilgisayarin veya o kullanicinin pesine
diigmez. Bunlar basit olarak, sadece yanhs zamanda yanlis yerde bulunmus olurlar.

Bu bilgisayar bu anlatilan sekilde virits kapmamistir. Bu makinedeki e-posta viriisleri,
dikkate alinmasi gereken bir faktordir. Bu bilgisayar hedeflenmistir. Bu bilgisayara
saldirida bulunmak igin, bu kullanict hedeflenmistir.

4 E-posta

Bu, bizi baslangica gétiirmektedir, Viris bulagmasinin vektorii (yontemi) e-
posta aracilig1 ile gergeklesmistir. Viriis bulasmis ve iizerlerine birden fazla somiiriici
(exploit) kurulmus, Attaturk Ekrankoruma.scr adinda bir ekran koruyucu ve Duyuru.pdf
adli bir PDF dosyast vardir. S6z konusu toplu viriis bulasmasina bu iki dosya neden
olmus gibi gbriinmektedir..

Bahsi gegen, ilgilendigimiz e-postalarin ikisi de ODA-TV'nin (Barist'nin) gelen
kutusundandir. Asagidaki bunlara bir 6rnektir.

Yanit-Yolu: <winnerr51(@jangomail.com>

Teslim Edilen: 1017-barist@odatv.com

Teslim Zamani: (agdan ¢agrilan gmail 26029); 5 Sub 2011 22:51:16 +0200

Teslim Alan: monet.jangomail.com’dan (199.237.53.220) naturelreklam.com.Lr
tarafindan SMTP ile; 5 Feb 2011 22:50:37 +0200

Mesaj Kimligi: <538297208567811@jngomktg.net>

Konu: =7utf-87Q?Bas=C4=B1n_Duyurusu?=

Kimden: "=?UTF-87Q?CHP_Bas=C4=Bln_Birimi?=" <basinbirimi@ chp.org.tr>

Tarih: Ctsi, 05 Sub 2011 20:50:07 +0000

Kime: bilgilendirme@chp.org.tr

X-Oncelik: 3

MIME-Versiyonu: 1.0

X-Gonderici: N/A

Listele-Abonelikten Cik(ar):
<http://x.jmxded133.net/u.z?4d0aabalb30f43a8bc6968a772d03ca8>,

<mailto:winnerr5 l@jangomail.com?Subject=Unsubscribe>

X-Kullanicr Kimligi: 538297.208567811T137420 X-VConfig: T.208567811

icerik-Tir: Cik kisimli/karisik;

simir="—-=_Part 8 17649447.1296938892140" X-

EsetKimligi: AA907127F2D44E32F0DC


mailto:winnerr51@jangomail.com?Subject=Unsubscribe
http://x.jmxded133.net/u.z?4dOaa6aOb30f43a8bc6968a772d03ca8
mailto:538297208567811@jngomktg.net
mailto:lO17-barist@odatv.com
mailto:winnerr51@iangomail.com
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Duyuru.pdf bu e-postanin ekinde yer almaktadir. lIgerik ve Kay diger mesajda
farklidir ancak alinan veri yolu li¢ asagi bes yukari aynidir.

Yanit veri yolunun Jangomail.com olduguna dikkat edin. Jangomail mesru bir posta
sunucusudur ancak olduk¢a ¢ok sayida yaramaz posta ve Teklifsiz Ticari E-posta icin
kullaniimaktadir. Buraya geri donen rastgele postalar fark edilmeyecektir. Avyrica,
buradan, yani megru bir e-posta sunucusundan gelen postalara da birgok veri alaninda ve
posla sunucusunda izin verilecektir. Bu e-posta mesru mudur? Hayir. chp.org.tr ile ilgisi
bulunmayan e-posta sunuculart kullanmaktadir. Jangomail, chp.org.tr’nin kullandigi bir
posta sunucusu degildir. Dolayisi ile bu, birgok iilkede cezaya tabi bir sug tegkil eden,
aldatma amagh bir e-postadir. Bunun da &tesinde, s6z konusu iki e-postaya KAY
yiiklenmistir ve bu da, Turkiye’nin de imzalamig oldugu Avrupa Konseyi Sibersuglar
Antlasmasi kanunlarini ihlal etmektedir. Elbette ki isin bu kismi yarg: sistemine ve
hakime kalmistir,

S  Sonug

DataDevastation’nin ve Bas Tetkik¢i Joshua Marpet’in profesyonel goriigiine gire, séz
konusu sabit diski barindiran ODA-TV bilgisayari, bir yemleme veya hedefli yemleme
saldirist tarafindan hedef alinmistir. Bu saldiri, kandirma amagli e-posta adreslerine sahip
2 veya daha fazla e-posta ile gergeklestirilmistir. Bu e-postalarda hem PDF hem de SCR
(ekran koruyucu) uzantili dosyalar olan ekler bulunmaktadir. Bu dosyalar, yukarida da
gosterildigi gibi, envai ¢esit KAY ile yiiklidiir. Bunlar bir kez bulastiginda, bilgisayara
yeniden virlis bulastirabilmek i¢in birden fazla gizlenmis yollara sahip oldugundan,
bilgisayar ve bilgisayar sahibinin bu viriisleri temizleme veya yok etme sanst ok
diisiiktiir.  Bir kez bu yolla viriis bulastiktan sonra, artik bu bilgisayarin ODA-TV
kullanicilarimin  kontroliinde olamayacagi, ancak bu virlisiin yaraticisinin/sahibinin
kontrolii altinda olacagl agiktir.  Virlis yaraticisinin/sahibinin emri ile her sey
degistirilebilecegl, yok edilebilecegi, olusturulabilecegi, makineden kaldinlabilecegi veva
makineye konabilecegi igin, bu noktada makinenin ilizerinde bulunan higbir seve
glivenilemez.

23 Arahk 2011 tarihinde tarafimca imzalanmistir,
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Boliim 1
Kullanilan Araclar

+ Sleuth Kit

* Autopsy

« Macintosh OS X Lion

* Windows XP

* VirtualBox

+ Carbon Copy Cloner

* Wiebetech USB Write Blocker
» Avasl Anti-Virus

» Malwarebytes Anti-Malware

Boliim 11

Tek e-posta lizerinde yapilan viriis
taramasinin tam raporu (karsilastirma
amacl)

VirusTotal kullantlarak E-posta Uzerinde Yapilan Viriis Taramasinin Sonuglari:
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Antiviris Versiyon g?,:cm.m Sonug

Ahnlah-V3 2011.12.19.03 20012y

AntiVir T.1L19.162 AN 1219 I'idroppar ten

Antiy-AV1 207 20111209

Avast 6.0.1289,0 AH1LA219 Wind2:VH-REA (Drp|

AVG 10,000, 1190 2011209

BitDefunder 12 2011.12.20 Gl Heur, Spes, VIL |
Bytellen jRININ] 20110207

CAT-QuickHexl 12,00 2011.12.18

ClamAV 097,30 2011.12.20

Commiouch 5.3.26 20111219 HE2VBInjecr. B~ pend fdGrado
Cumado 17 0111219

DrWeh SAL209300 2011.12.20 Fnsfsn LS et 40
Frosiso s.1001 20111219 bl Wik32, Turkerjan! IR
eNale 7.0.17.0 20101218 -

elrust-Vel 63l 2011129

F-Prot 4.0.5.141 2011.12:19

F-Secure 9.0, 16440.0 011.12.19

Fortinel 4.3.38K8.0 20101219

Glata 2 2W011.12.19 Cremil Jui.Spess VI,

Rarus T3 101000 2011,12.19 Pnekding. W32 Tithssjin
Jiangmin 13.0,900 2011.12.19 -

K7Antivirus 9.119.5720 2011.12.19 Raskfy Yarilim

Kaspersky 9.0.0.837 20111219 Phachiloar, Wind3 2 Tk pen. Ivy
MeAlee SA00.0.115% 2111219

MeAlee GW Ldition 200011 20111219 -

Microsolt L7903 20141219 VirTook Win32VRInkec. P
NODA2 7725 L1zt i Wind Zlniechn, KNX vinvanin
Norman 607,13 20111219 -

nProtect 201 1-12-19.01 2011.12.19 -

Panda 103 20111219 Fiiphelt dosyn

Boliim 111
Birinci tetkik¢inin Vasiflari

Joshua Marpet, AccessData Onayh Tetkikgisidir (ACE). Ayrica, NSA (Ulusal
Giivenlik Ajans)) ve DHS’nin (Ulke Giivenlik Departmant) onayli bir Akademik
Miikemmeliyet Merkezi olan Wilmington Universitesi'nde Adli Bilisim dersleri
vermektedir.
Joshua, St. Tammany Parish, Louisiana’da St. Tammany Parish Bdalge Serif
Ofisinde gorev yapmis olan, eski bir kanun uygulayicisidir.
Konusma ge¢misi mitkemmeldir. Joshua, Dojocon, Shmoocon, Black Hat DC,
Defcon, BsidesLV, BsidesDE’de ve ayrica bircok baska topluluk o6niince konugmalar
yapmustir. Joshua, bir FBI Resmi-Ozel Kurum Ortaklik organizasyonu olan Infragard'a
hitap etmis ve ABD Gizli Servisiyle yapilan ECTF (Elektronik Suclar Gorev Ekibi)
toplantilarina konusmaci olarak katilmistir.
Arastirma alaninda ise Joshua, kisilerin kiigiik bir idari giderle dijital bir adli
_—biligim laboratuart kurma kapasitelerini gii¢lendirmek igin tasarlanmis aragtirmalar
RO saktadir.
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ODA-TV HDD/6

Joshua Marpet, ACE
12/21/2011

Abstract

By the request of the Atiornies, Dr. Duygun Yarsuvat and Attorney
Huseyin Ersoz, who represent Soner Yalcin, DataDevastation examined
a drive image to determine what, if any, tampering was performed on
the hard drive that was removed from ODA-TV. There is alleged to be
tampering, due to malware, phishing emails, and documents “placed” on
the hard drive which were allegedly not there before the hard drive was
tampered with. The forensic investigation performed here will attempt to
determine, within a reasonable degree of certainty, if there is any truth
to these claims, and to what extent this hard drive was tampered with or
not, while still in the custody and possession and use of ODA-TV.

1 Evidentiary Procedures

1.1 Package

DataDevastation received a Fedex package, from CyberDiligence. The package
contained a soft drive enclosure, with a single 3.5” SATA hard drive within it.
The drive contained within the package is a blah blah type of drive, labeled
“ODA-TV HDD#&™.

The package was examined and opened by Joshua Marpet, lead oxaminer.
The package appearced unopened. prior to receiving it.

1.2 Drive

The drive was examined, and appeared Lo be a normal 3.57 SATA hard disk

drive. Upon being placed in a drive dock, it connected successfully to the
computer hooked up to it The drive contained 1 nwnage file, broken down into

61 packages, or files. Fach file was named INJAGE.O01 1o IMAGE.061. Lhere

was also a file on the drive named 2011-02-14 12-26-56 00044 D2F.LOG. This

file is a Tablean Disk to File Log file, detailing the nse of a Tablean system 1o

image the original disk.

In this file, it hists the disk hashes: SHA1: d0%a547f2a02714ccafTe365695e7d30bdOS0S

MD3 : 5d533cd3¢70cced368539¢5107¢63439




AENTRO YEMINLI TERCUME
OFFICIAL SWORN TRANSLATION
TRADUZIONE - TRADUCC 10N -

UBERSNETZUNG - FRADUCTION

Those hashes were compared to the hashes reported by Autopsy and The
Sleuth Kit. They matched perfectly.

What that means is that the image files that DataDevastation examined are
identical to the contents of the drive, at the time it was imaged.

2 Documents

As on many personal computers, there are many documnents in several formats
on the hard drive in question. These documents arc mostly simple Microsoft
Word Documents, Eniails, Excel spreadsheets, Adobe PDFs., and similar types
of documents. However, some of thein are forensically interesting.

2.1 File Timelines

Upon creating a file rimeline. it was [ound that there are files with no dates.
Some of these are remnants of files that were there originally. but some were
not.

Example of a probably harinless pair:

Fri Aug 17 2001 15:02:20 9600 m... r/rrwxrwxrwx 0 0 12361-128-3
C: 'WINDOWS 'system32/drivers 'hidush.sys

0

9600 m... r/rrwxrwxrwx 00 12365-128-1 C:/WINDOWS /system32, dllcache 'hidush.sys

- Without a date, but probably just a remnant of the one above.

2.1.1 Deleted Command files

212480 ni... r/rrwxrwxrwx 00 13499-128-3 C:/WINDOWS/SWXCACLS.cx0

136704 m... r/rrwxrwxrwx 00 13507-128-3 C:/WINDOWS/SWSC.cxe
98816 m... r rrwxrwxrwx 0 0 13566-128-3 C: ' WINDOWS ‘sed.cxe
80412 m... r/rrwxrwxrwx 0 0 13568-128-3 C: 'WINDOWS/ grep.exe
68096 m... r/rrwxrwxrwx 00 13570-128-3 C: ' WINDOWS zip.cxe
161792 m... r/rrwxrwxrwx 00 13578-128-3 C:/WINDOWS SWREG.exe

While some of these files are connmon and potentially even harmless on a win-
dows machine, it's unusunal to sce Sed and Grep on a Microsoft Windows ma-

chine. These are Unix or Linux commands used for sophisticated processing of

data. It is possible they were placed or used by the virus or virus owner.

3 Malware

3.1 Malware List

Several documents were examined, using hex editors. among other tools. Manyv
of these documents have viruses, Trojans. and other malware variants on or in
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them. Such a significant number of malware issues were detected, it took more
than 4 hours to run a simple Anti-virns/Anti-malwarc scan on the drive. Here
is a sample of what was found. There are so many viruses, trojans, and worimns
on this computer, a sampling is all there is space to show. This sampling is

particularly interesting,.
U WAGE D01 Farition § oot WINDOWS pohesld 1 EFRORREFU serDumos elm sce 2010112307 112500 hama
O BMAGE 001 Prrition () 5 5R00WWNDOWS Do hesl N ERRURRER imr Dumps whm scs 201 0101307022600 hdmp
G WAGE 001 Parition I STRocWINDOWS pche sl N ERRORREPLiser Dumnpa’ehen axe 201 00815005027 00 hdmp
COMAGE 001 Partion @ 121 001 S0SWoo JLogF e
G WAGE DN Portition £ 121081 SOSF o LIROMDY ver eem
O WAGE 001 Parttion @ &3 RoonDocuments and Seming:t] urker Shar) MarsProgr e Eepiengs; WEN Messanger eeoe
G WAAGE D01 Harttion () BXFoot Cocuments and Settingsiall Lisers Shart MenuProgrinie Saglangg WEN Messenger me

3.1.1 Civil Defense-6672

The first. virus listed, Civil Delense-6672 is a rare virus, according to Syman-
tec. “Wild Level: Low Number ol Inlections: 0 - 49 Number ol Sites: 0 - 2
Geographical Distribution: Low”

In other words, it would be very unusual Lo find this on a system. It is a
stealthed (hidden) virus, undetectable while running,

3.1.2 Autorun-BJ

The second malicivus program, “Autorun-BJ7, is a way to keep the systen in-
fected. 1t masquerades as a configuration file, bul starts other virus prograims
and command shells if it nceds to. Many antivirus programs will not alert on
these, as configuration files arc difficult o scan, for technical reasons.

3.1.3 Win32:Malware-gen

The last of the three types of infections is a general purpose Malware. The virus
author has merely to program in a sct of tasks, and the malwarc will perform
them. It is a renacious (tough) piece of software, extremely difficult to detect
and reinove.

This combination of malware is extremely tough to determine it is even
therc, much less to remove it.

3.2 Use of Malware:

This list includes trojans, back door applications, and viruses. Essentially, this
suite of malware was designed as a unit, to give multiple pathways to both
coutrol the machine, aud to make sure the machine was never able to be sue-
cessfully uninfeeted. With a combination of stealthed viruses, a protected worm
that could re-infect the system, even if everything else was cleaned out, and a
general purpose virus and command shell, this commputer was practically guar-
antced not to cver be cleaned, or to be possible to be cleaned.
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The ODA-TV machine was taken over, and not allowed to be re-taken by
its original owners.

What use did the new owners (the malware providers) have for the machine?

Typically, coruputers with malware on them, cspecially trojans such as found
on this machine. are used for either “zombie” machines, in a botnet, or for some
specific purpose.

However, most zombie computers are obtained through website “drive by”
infections, where simply visiting a website will download a virus or work to your
computer. These computers are added to a botnet, and uscd for anything from
spam emailing, to DDoS (Distributed Denial of Service) attacks. The malicious
actor is not specifically going after that computer, or that user. They simply
happen to be at the wrong place at the wrong time.

This computer was not infected in that fashion. The email infection of
this machinc is a factor that must be taken into account. This computer was
targcted. This user was targeted, to attack this computer.

4  Email

Which brings us to the beginning. The vector (method) of infection was through
email. There was an infected screensaver, Attaturk Ekrankoruma.scr, and a
PDF file, Duyuru.pdf, that had multiple exploits built into them. These appear
to be the files that caused the entire massive infection.

The specific emails in question are both from odatv (Barist)’s inbox. An
example is this one.

Return-Path: <winnerr51@jangomail.com >

Delivered-To: 1017-barist @odatv.con

Received: {gmail 26029 invoked from network); 5 Feb 2011 22:51:16 —0200

Received: from monet.jangomail.com (199.237.53.220) by naturelreklam.com.tr
with SMTP; 5 Feb 2011 22:50:37 —0200

Message-ID: - 5338297208567811@jngomktg.net -

Subject: —7utf-87()7Bas -C4--Blu Duyurusu? -

From: " ?UTF-87Q7CHP _Bas -C4 -Bln_Birimi?=" - basinbirimi®@chp.org.tr

Date: Sat, 05 Feb 2011 20:50:07 —0000

To: bilgilendirme@chp.org.tr

X-Priority: 3

MIME-Version: 1.0

X-Mailer: N/A

List-Unsubscribe: - http:/ xjmxded133.net/n.274d0aaba0b30f43a8beGY68aTT2d03cak

< mailto:winnerrb1@jangomail.com?Subject — Unsubseribe -

X-UserID: 538207.208567811T137420 X-VConfig: T.208567511

Content-Type: multipart/mixed;

boundary "—  Part 8 17649447 1206938892110" X-

Esetld: AA907127F2D44E321°0DC



http:cj)jangornail.com
http:l.Jasinbirimi(~chp.org
http:jngomktg.net
http:monet.jangomail.com
mailto:barist@odCltV.COlll
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Duyuruw.pdf is the attachment to this email. The content and malware is
different in the other one, but the path it took is much the same.

Notice that the return path is to Jangomail.com. Jangomail is a legitiinate
mail server, but it is used for quite a lot of spam, Unsolicited Coinmercial Email.
Random mail returning to there would not be noticed. As well. mail coming
from there, a legitimate cmail server, would be allowed into most domains. aud
mail scrvers. Is this mail legitimate? No. It uses mail servers unrelated to
chp.org.tr. Jangomail is not the mail scrver that chp.org.tr uses. Thercfore, it
is spoofed email. which is a punishable offense in many countrics. More than
that, the two emails in question arc loaded with malware, which breaks The
Conucil of Europe Convention on Cybercrime laws, which Turkey is a signatory
of. Of course, this is more properly left to the trier of fact (the judge and justice
system),

5 Conclusion

It is the professional opinion of DataDevastation, and the Primary [ixaminer,
Joshua Marpet, that the ODA-TV computer this hard disk drive came from
was targeted by a phishing or spear phishing attack. This attack was put in
place with 2 or more emails, with spoofed cmail addresses. The cmails were
carrying attachments, both a PDF and a SCR (screensaver) file. These files
were loaded with malware of all kinds, as demonstrated above. Once infected,
the computer and computer owner would have little chance to clear or clean
the infection, as the inalware had wultiple stealthed and hidden ways to re-
infect the computer. Once infected in this way. the computer can no longer be
clearly in control of the ODA-T'V users, and is effectively under the control of
the virus creator/owner. At that point, nothing on the machine can be trusted,
as anything can be modifed, destroyed, created, moved off, or moved onto the
machine, at the order of the virus creator/owner.

Signed by me this day, the 23rd of December, 2011
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Part 1
Tools Used

The Sleuth Kit

Autopsy

Macintosh OS X Lion
Windows XP

VirtualBox

Carbon Copy Cloner
Wicbetech USB Write Blocker
Avast Anti-Virus

Malwarchytes Anti-Malwarc

Part 11
Virus Scan full report on single
email (for comparison purposes)

Antivirus Scan of Email using VivusTotal:

6
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Part III
Primary Examiner Qualifications

Joshua Marpet is an AccessData Certified Examiner (ACTE). He also teaches
Forensics at Wilmington University, an NSA (National Sccurity Agency) and
DHS (Department of Honeland Security) certified Center of Academic Excel-
lence.

Joshua is ex-law enforcement, having spent several years with the St. Tam-
many Parish Sheriff’s Office, in St. Tammany Parish, Louisiana.

His speaking record is excellent. Joshua has spoken at Dojocon, Shimoocon,
Black Hat DC, Defcon, BsidesLV, BsidesDE, and in front of many other au-
diences as well. Joshua has addressed Infragard, an FBI Public Private Part-
nership organization, and has spoken at ECTF (Electronic Crime Task Force)
meetings with the US Sceret Service.
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In research, Joshuna is conducting rescarch designed to strengthen the ability
of people to build a digital forensics lab with little overhead.
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Objective: We were asked to perform a forensic analysis on what is referred to as Hard
Disk Drive #6’s forensic image as provided to us. Concern was expressed about the
authenticity and authorship of various documents (See Exhibit A) that purportedly were
found on HDD #6. As such, the following objectives of this investigation were
determined:

1. Determine if any evidence exists suggesting that the files in question may have
been planted by unknown individuals to frame the user of the computer.

2. Is there any evidence suggesting that the owner had knowledge that the files in
question existed on the hard drive.

3. Is there any evidence that the owners/custodians of the hard drives accessed the
subject files listed in (Exhibit A).

Forensic Examination Steps:

1. Perform a forensic analysis on the hard drive utilizing various state-of-the-art
forensic software tools:

a. Forensic Tool Kit (FTK) Version 3.3
b. X-Ways Forensics
c. Internet Evidence Finder

2. Examine the computer for artifacts of recently accessed files.
3. Perform a malware analysis to determine if there is evidence of any compromise
that would facilitate the planting of incriminating files.

Findings: Using start-of-the-art forensic tools, and acceptable computer and investigative
methodologies, it has been determined that the hard drive examined, hereafter called
“HDD # 6" has been compromised as a result of a direct and targeted attack by unknown
individuals. Malware which are classified as Droppers and Remote Access Trojan (RAT)
was planted on the computer hard drive using a specifically targeted “spoofed™ email
(See Exhibit B). The malware detected showed that “"HDD # 6™ was infected numerous
times and the characteristics of the malware indicates that it was Remote Access Trojan
designed to give the attacker full control of the computer.

Examination of the “Recently Accessed Files” (See Exhibit C) reveals all the documents
that were accessed (opened), created or modified by the user of the computer. The
majority of documents in question were never opened by the owner of the computer.

The metadata file headings for these documents are conclusive; if the owner of the
hard drive created, accessed or modified the document files there would be evidence of
that on the computer’s hard drive. That evidence is absent in many of the documents

ny?'ch supports the conclusions and findings written herein.
y
. >



Examination of “"HDD # 6” not only showed the existence of malware, Windows
Prefetch files indicate that the malware was an executable file that was indeed executed
as soon as the malware program penetrated the computer’s security perimeter via an
infected email, and we believe that based on the malware characteristics (SVCHOST .exe)
that the malware communicated back to the external source of the malware attack in
accordance with its programmed characteristics and behavior to download additional
malware (See Exhibit D).

Our examination shows evidence of a “spoofed email” being used to allow the malware
to access the computer. In other words someone other than the original owner or
custodian of an email address impersonated that email address in order to induce the
custodian of “HDD # 6™ to open an email that then, unbeknown to the email recipient,
downloaded an executable malware program. CHP.ORG.TR uses BMX.IS.NET.TR as its
email server not JANGOMAIL. The spoofed email came via JANGOMAIL.com which is
a known entity in the computer forensics field for this type of clandestine impersonation
of email users. The spoofed email was designed to have the owner of the computer open
an email that they thought was from someone they knew when in fact it was an
impersonation with one intention; open an attached PDF file. Once opened the PDF file
contained a Malware which took control of the owner’s computer without his/her
knowledge.

In conclusion, it is our expert opinion that the computer has been targeted for
compromise and was in fact compromised by unknown individuals. Therefore the rightful
owner of the computer lost control of the computer in question. No digital evidence that
was obtained from this computer can be relied upon or used in any civil or criminal
process as it was intentionally targeted and compromised. There is a high probability that
the unknown attackers may have planted the evidence in question.
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Amac: Bizden, tarafimiza verilen Sabit Disk Siriiciisti (HDD) #6 olarak adlandirilan adli
gortintii {izerinde bir adli biligim analizi yapmamiz istenmisgtir. HDD#6 iizerinde
bulundugu ileri siiriilen gesitli belgelerin asliyla 6zdesligi ve kim tarafindan yazildig:
konularinda bazi kaygilar oldugu dile getirilmistir (Bkz. Ek A). Bu durumda. bu
arastirmaya iliskin olarak asagida belirtilen amaglar belirlenmistir:

1. S6z konusu dosyalarin bilgisayar kullanicisini oyuna getirmek amaciyla
bilinmeyen Kisilerce makineye konmus olabilecegine dair herhangi bir delil olup
olmadiginin belirlenmesi.

2. Bilgisayarin sahibinin s6z konusu dosyalarin sabit diskte bulundugunu bildigine
dair herhangi bir delil olup olmadiginin belirlenmesi.

3. Sabit disklerin sahiplerinin/zimmetli oldugu kisilerin (Ek A)’da listelenen s6z
konusu dosyalara eristigine dair herhangi bir delil olup olmadiginin belirlenmesi.

Adli Bilisim Incelemesine Ait Adimlar:

1. Cesitli son teknoloji tirtinti adli bilisim yazilim arag¢lari kullanilmak suretiyle sabit
disk tizerinde bir adli bilisim analizinin ger¢eklestirilmesi:
a. Forensic Tool Kit (FTK) Versiyon 3.3
b. X-Ways Forensics
c. Internet Evidence Finder

2. Bilgisayarda son zamanlarda erisilen dosyalara iliskin yapay kanitlar agisindan
incelenmesi.

3. Suclamalara neden olan dosyalarin bilgisayara digaridan  konmasim
kolaylastiracak herhangi bir taviz olduguna dair herhangi bir kanmit olup
olmadigini belirlemek amaciyla bilgisayar {izerinde bir koéti amagh vazilim
(KAY) analizinin gerceklestirilmesi.

Bulgular: Son teknoloji triinii adli bilisim yazilim araglar1 ve kabul edilebilir bilgisayar
ve arastirma yontemleri kullanilarak, bundan boyle burada “HDD#6™ olarak
adlandirilacak olan sabit diskin, dogrudan ve hedeflenmig bir saldiri sonucunda
bilinmeyen kisiler tarafindan zaafa ugratildigi belirlenmistir. Dropper ve Uzak Erisimli
Trojan (RAT) olarak siniflandirilan KAYlar, 6zel olarak hedeflenmis bir “aldatci™ e-
posta kullanilarak séz konusu sabit diske “ekilmistir” (Bkz. Ek B). Tespit edilen KAY,
HDD#6 ya birgok kez viriis bulastirildigimi ve KAYin 6zelliklerinin bunun saldirgana
bilgisayarin tam kontroliinii vermek igin tasarlanmis olan bir RAT oldugunu géstermistir.

“Son Zamanlarda Erisilen Dosyalar”in (Bkz. Ek C) incelenmesi, bilgisayarin kullanicisi
tarafindan erisilen (agilan), yaratilan veya degistirilen tiim dosyalari ortaya g¢ikarmistir.
inceleme konusu olan belgelerin biiyiik g¢ogunlugu ise bilgisayarin sahibi tarafindan
2 higbir zaman agilmamisgtir.
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Bu belgelere iliskin dosya bagligi metaverileri kesin ve giipheleri ortadan kaldirict
niteliktedir; har diskin sahibinin bu belge dosyalarini/a olusturmus, erismis veya
degistirmis olmast halinde, bilgisayarin sabit diskinde bu islemlere iliskin kanit
bulunmasi gerektigi kesindir. Bu kanit belgelerin ¢ogu icin yoktur ve bu durum da
burada yazan sonuglari ve bulgular: destekler niteliktedir.

HDD#6 ilizerinde yapilan inceleme sadece KAY varhgini gostermekle kalmamus,
Windows Prefetch dosyalarit KAYin, KAY bilgisayarin giivenlik ¢evresine viriisli bir e-
posta aracihigl ile niifuz eder etmez gergekten de galistinlmis olan, ¢aligtirilabilir bir
dosya oldugunu da gbstermistir; diistincemize goére, KAY Ozelliklerine dayanarak
(SVCHOST .exe), sdz konusu KAY, ilave KAYlarin da indirilmesi i¢in programlanmig
Ozelliklerine ve davranisina uygun sekilde kotii amacgh yazilhim saldirisinin kaynag) ile
iletisime gegmistir (Bkz. Ek D).

Yaptigimiz inceleme, KAYn bilgisayara erismesine olanak saglamak igin [e-posta adresi
e-postanin gergek bir kigiden gittigine inandiracak sekilde diizenlenmis olan| bir “a/datic
e-postamn’” Kullanildigina dair kanit oldugunu gostermektedir. Diger bir deyisle, bir e-
posta adresinin gercek sahibinden veya koruyucusundan bagka biri, HDD#6 nin sahibinin
veya koruyucusunun gahistirilabilir bir KAY programi yiiklenebilmesi amaciyla o anda e-
posta alicisinin tanimadigi bir e-postayr agmasini saglamak igin bu e-posta adresini taklit
etmistir. CHP.ORG.TR, e-posta sunucusu olarak JANGOMAIL i degil,
BMX.IS.NET.TRyi kullanmaktadir. Aldatict e-posta, adli bilisim alaninda e-posta
kullanicilarinin bu tiirden gizli sakli taklit edilmeleri alaninda taninan bir kurum olan
JANGOMAIL.com adresi tizerinden gelmistir. Aldatici e-posta, bilgisayar kullanicisinin
tanich@ birinden geldigini diisiindiigli, ancak aslinda tek bir amagla - : ekli bir PDF
dosyasini a¢tirmak - taklitci olan bir e-postayr agmasini saglamak (izere tasarlanmisur.
PDF dosyasinda, dosya a¢ildigi anda bilgisayar sahibinin bilgisayarinin kontroliinii
sahibin haberi olmaksizin ele gegiren bir KAY yer almaktadir.

Sonug olarak, uzman kanaatimize gore, soz konusu bilgisayar zaafa ugramasi ve teslim
olmast i¢in bilinmeyen kisilerce hedeflenmis ve bunlar gercekten de basariimistir. Bu
nedenle de bilgisayarin gergek sahibi, s6z konusu bilgisayar lzerindeki kontroliini
kaybetmistir. Bu bilgisayar kasti olarak hedef alindig1 ve zaafa ugratilarak teslim alindig
icin, bu bilgisayardan elde edilen higbir dijital kanita glivenilemez veya bu kamtlar
herhangi bir medeni kanun veya ceza kanunu takibatinda veya davasinda kullanilamaz.
Bilinmeyen saldirganlarin s6z konusu kanitlari hard diske “ekmis™ olmasi oldukca
viiksek bir olasiliktir.
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