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Ozet 

DataDevastation , Soner YalyIn ' J temsilen Avukat Dr. Duygun Yarsuvat ve 
Avulat HUseyin Ersoz' Un yapmJ~ oldugu talep Uzerine, ODA-TV 'den kaldm lan 
sab it sUrUcU Uzerinde, varsa, ne tOr bir kurcalama yapIldJgInJ belirlemek iyin disk 
gorUntUsUnU incelemi~tir. Sabil disk kurcal anmadan once diskin Uzerinde yer 
almadJgJ one sUriilen biJ1akJm kolU amayll yazIlJmlann, yemleme (phishing) e­
posta larImn ve beJgelerin oraya "yerle~tirilmi ~ olmasJ" nedeni ile, soz konusu sabit 
disk uzerinde kurca[ama yapddJg,J iddia edilmektedir. Burada yapIlan auli 
soru~turma, makul bir kesinlik derecesi dahilinde, bu iddialarda herhangi hir geyck 
pay l olup olmadlgInI ve bu sab it diskin ODA-TV'nin zimmeti , tasarrufu ve 
kullammInda iken kurcalantp kurcalanmadlgInI ve oyle ise ne dereye dek 
kurcalandlglnt belirlemeyi amaylamaktadlr. 

1 Delil Te~kil Eden i~lemler 

1.1 Paket 

DataDevastation, CyberDiligence'dan bir Fedex paketi almJ~tlr. Bu pakette 
iyinde tekli 3.5" SATA hard diski bulunan bir yazliIm silrilcilsil bulu nmaktad lr. Paket 
i~inde bulunan bu siiriicii, "ODA-TV HDD6" oJarak etiketlenmi~ bir Western Digital 
siiriiciisiid iir. 

Paket, ba~ tetkikyi Joshua Marpet tarafmdan aydml~ ve incelenm i~ ti r. Paket, 
tarafllTIlzdan aytlmadan once aytlmaml ~ gOriinmektedir. 

1.2 Disk 

Disk incelenmi~ ve normal bir 3.5" SATA hard di sk silrilciisli olarak gorilnmi1~tUr. 

Bir d isk klzagma yerJe~ tirildi g inde, fiziksel olarak takIldlgl bilgisayara ba$arJ1 1bir ;;ekilde 
baglanml$tJr. Diskte, 61 pakete veya dosyaya boli.inmi.i~ olan 1 adet resim dosyasl 
bulunmaktadlr. Bu dosyalar IMAGE.OO 1 ila IMAGE.061 olarak adlandmlml$tlr. Diskte 
aynca adl 2011-02-14 12-26-5600044 D2F.LOG olan bir dosya daha vardlf. Bu do ya, 
bir Dosya Loguna Tab lo Diski dosyasldlr ve orij inal diski gori.intiilemek i~in bir Tablo 
sisteminin kullanJimasma dair aynntIlan iyermektedir. 

Bu dosyada, disk oziitleri (hash) listelenmektedir: 

SHA1: d09a547f2ae2714ecafle365695e7d36bd98f5d8 
~D5 : 5d533c43c70eccd368539c5107c63439 

http:IMAGE.OO


Bu oziitler Autopsy ve Sleuth Kit tarafmdan raporlanan ozUtlerle kar~da~tIrllml~tlr. 

Bunlar mUkemmel ~ekilde e~le~mi~tir. 
Bu, DataDevastation'm inceledigi gorUntU dosyalannm gorUntiilendikleri anda dish: 

i~erigindekilerle aym oldugu anlamma gelmektedir. 

2 Belgeler 

Bir~ok ki~isel bilgisayarda oldugu gibi, sbz konusu sabit disk Uzerinde ~e~itli 
formatlarda bir~ok beige vardlr. Bu belgeler ~ogunlukla basit Microsoft Word Belgeleri, 
E-postalar, Excel <;::ah~ma Sayfalan, Adobe PDF dosyalan ve benzer tUrdeki belgelerdir. 
Ancak bunlardan bazllan adli a~ldan ilgjn~tir. 

2.1 Dosya Zaman <;::izelgeleri 

Bir dosya zaman ~izelgesi olu$turulmasl Uzerine, tarihi olmayan dosyalann var 
oldugu belirlenmi$tir. Bunlann bazdan, ba~ta orada olan dosyalann arllklandlr, ancak 
bazrlan degildir. 

Muhtemelen zararslz olan bir ~ifte brnek: 

Cuma 17 Agu 200115:02:20 9600 m ... r/rrwxrwxrwx 0012361-128-3 
C:/WINDOWS/system32/drivers/ hidusb.sys 

9600 m ... r/ rrwxrwxrwx 0 0 12365-128-1 
C:/WINDOWS/system32/dllcache/hidusb. sys - Tarihi yok, ancak muhtemelen 
sadece yukandakinin bir artlk dosyasl . 

2.1.1 Silinen Komut Dosyalan 

212480 m ... r/ rrwxrwxrwx 0 013499-128-3 C:/WINDOWS/SWXCACLS.exe 

136704 m ... r/rrwx rwxrwx 0 013507-128-3 C:/WINDOWS/SWSc.exe 

98816 m ... r/rrwxrwxrwx 0 013566-128-3 C:/WINDOWS/sed.exe 

80412 m ... r/rrwxrwxrwx 0 0 13568-128-3 C:/WINDOWS/grep.exe 

68096 m ... r/rrwxrwxrwx 0 013570-128-3 C:/wINDOWSlzip .exe 

161792 m ... r/rrwxrwxrwx 0 0 13578-128-3 C:/WINDOWS/SWREG.exe 

Bu dosyalardan bazrlan bir Windows makinesinde yaygm ve potansiyel olarak 
zararslzken, bir Microsoft Windows makinesinde sed ve grep gbrUlmesi olagan bir $ey 
degi ld ir. Bunlar, veriler Uzerinde karma$lk bir $ekilde i$lem yapl lmasl i~in kullamlan 
Unix veya Linux komutlandlr. Bunlan virUs veya virUs sahibi tarafmdan yerle$t iri lm i ~ 

veya kullandml~ olmasl muhtemeldir. 

3 Kotii Ama~h Yazlhmlar (KAY) 

3.1 KAY Listesi 

Bazl dosyalar, diger ara~larla birlikte hex editbrleri kullanllarak inceJenmi$tir. 
Bu belgelerin bir~ogunun Uzerinde veya i~inde virus, Trojan ve diger KA Y ~e~itler i 
vardlr. 



<;ok fazla sayJda KAY sorunu tespit edilmi~tir, diskte basit bir anti-virus/anti-KA Y 
taramaSI yapIlmasl 4 saatten fazla si.irmU~tUr. Bulunanlara dair bir omek a~ag lda 

gosterilmektedir. Bu bilgisayarda 0 kadar yok virUs, Trojan ve soluean butunmu ~ t ur ki, 
yerimiz sadeee bunlarda dair bir ornek gostermeye yetmektedir. A~agldaki 1)mek 
ozellikle ilgin~tir. 

3.1.1 Civil Defense-6672 

Listedeki 	 ilk virUs olan "Civil Defense-6672", Symantee 'e gore az rastlanl r bir 
irUstUr."Wild Seviyesi: DU~Uk VirUs Bula~ma SaYJsI: 0 - 49 Site SaylSJ: 0 - 2 Cografi 

DagIllm: DU~Uk". 
Diger bir deyi~le, bunu bir sistemin Uzerinde bulmak yok ah~I1maml~ bir durwndur. 

Bu, yall~ma Slrasmda saptanamayan, gizli bir virUstUr. 

3.1.2 Autorun-BJ 

[kinei kotUeUI program olan "Autorun-BJ" , sistemi virUs bula~ml~ ha ld 
tutmanm bir yoludur. Bir yapIlandmna dosyasml taklit eder aneak iht iyael oldugu 
taktirde ba~ka virUs programlannl ve kabuk komutlan ba~latlr. YapIlandlrma 
dosyalannm taranmasl teknik nedenlerden dolaYI zor oldugundan, biryok anti virUs 
programl bunlann alarmIOI vermez. 

3.1.3 Win32:Malware-gen 

Oy ye~ it virUsUn sonuneusu genel amayll bir KA Ydlr. VirUs yazan sadece hir 
gorev kUmesi iyinde program lama yapmak durumundadlr ve Kay bun Ian yerine getirir. 
Bu, saptamasl ve kaldlrmasl son dereee zor olan, inatyl bir yazIilmdlr. 

Bu KAY kombinasyonunun silinmesi bir yana, orad a oldugunun bi le 
belirlenmesi son dereee zordur. 

3.2 KAY Kullamml 

Bu liste trojan lan, gizli kapl (baekdoor) uygulamalannI ve virUsleri i!yerm ktt:d ir. 
Esasen, bu ye~it KAY program Ian, hem makineyi kontrol etmek hem de makinenin 
bula~an bu virUslerden hiybir zaman ba~anh bir $ekilde temizlenememesini saglayaeak 
birden fazJa eri~im yolu vermeyi amayJayan bir birim ~eklinde tasarlanlr. Diger her ~ey 
temizlenmi~ olsa bile sisteme yeniden virus bula~tlrabiJeeek korumah bir solucan m ve 
genel amayII bir virUsUn ve komut kabugunun olu$turdugu gizJenmi$ virUslerin 
kombinasyonunun bulundugu bu bilgisayann. uygulamada hiybir zaman 
temiz!enememesi, veya temizlenmesinin mtimkUn olamamasl garanti edilmi~tir. 
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O DA-TV makinesine el konmu~ ve asd sahiplerinin makineyi geri almasma izin 
veriJmemi~tir. 

Makinenin yeni sahipleri (KAYlan sagJayan ki~iler), makineden ne fayda elde 
etmi~lerdir? 

Tipik olarak, lizerlerinde KAY, bilhassa da bu makinede bulunanlar gi bi troj an 
virlisleri bulunan bilgisayarlar, ya bir arama motoru agl ic;: inde "zombi" mak ine olarak, 
veya ba~ka bazl belli amac;:lar ic;:in kullantllrlar. 

Ancak, zombi bilgisayarlann c;:ogu, bir web sitesi ziyaretinin bilgisayanmza bir virus 
veya c;:all~ma indirdigi , web sitesi "kontroIUndeki" virUsler aracdlglyla elde edi lirler. Bu 
bilgisayarlar bir arama motoru aglna indirilir ve daha sonra yaramaz (spam) posta 
gonderilmesinden DDoS (Oagltlk Hizmet Aksatma) saldlnJanna dek her ~ey ic;:in 
kullanIlabilirler. KotUcUI aktCir ozellikle 0 bilgisayann veya 0 kullanlCmtn pe~i ne 

dU$mez. Bunlar basit o larak, sadece yanlt~ zamanda yanh~ yerde bulunmu~ olurl ar. 
Bu bilgisayar bu anlatllan ~ekilde virils kapmaml~tlr. Bu makinedeki e-posta virlisleri, 

dikkate ahnmasl gereken bir faktOrdUr. Bu bilgisayar hedeflenmi~tir. Bu bilgisayara 
saldtrtda bulunmak ic;:in , bu kullanlcl hedeflenmi~tir. 

E-posta 

Bu, bizi ba~langlca gotUrmektedir. VirUs bula~masJllm vektorU (yontemi) e­
posta araclitgl ile gerc;:ek l e~mi~tir. VirUs bula~ml~ ve uzerlerine birden fazla somlirlicU 
(exploit) kurulmu~, Attaturk Ekrankoruma.scr adtnda bir ekran koruyucu ve Ouyur u.pdf 
adit bir PDF dosyasl vardlr. Soz konusu toplu virus bula~masma bu iki dosya neden 
olmu~ gibi gorUnmektedir.. 

Bahsi gec;:en, i1gi lendigimiz e-postalann ikisi de ODA-TV ' nin (Ban~t' nin) ge len 
kutusundandlr. A~agldaki bun lara bir ornektir. 

Yantt-Yolu: <winnerr5 1@iangomail.com> 
Teslim Edilen: lO17-barist@odatv.com 
T eslim Zamam: (agdan c;:agn lan qmaiI26029); 5 Sub 2011 22:51:16 +0200 
Teslim Alan: monet.jangomail.com'dan (199.237.53.220) naturelreklam.com. tr 

taraftndan SMTP ile; 5 Feb 2011 22:50:37 +0200 
Mesaj Kimligi: <538297208567811@jngomktg.net> 
Konu: =?utf-8?Q?Bas=C4=B1n_Duyurusu?= 
Ki mden: "=?UTF-8?Q?CHP _Bas=C4=B1n_Birimi?=" <basinbirimi@c hp.org. lr> 
T arih: Ctsi, 05 Sub 2011 20:50:07 +0000 
Kim\.:: bilgilendirme@chp.org.tr 
X-Oncelik: 3 
MIME-Versiyonu: 1.0 
X-Gonderici: N/A 
Listele-Abonelikten <;lk(ar): 

<http://x.jmxded133.net/u.z?4dOaa6aOb30f43a8bc6968a772d03ca8>, 
<mailto:winnerr51@jangomail.com?Subject=Unsubscribe> 
X-Kullanlcl Kimligi: 538297.208567811T137420 X-VConfig: T.208567811 
ic;:erik-Tlir: <;lk klslmit/kart~lk; 
smlr="- -= Part 8 17649447.1296938892140" X-
EsetKimligi : AA907127F2D44E32FOOC 

mailto:winnerr51@jangomail.com?Subject=Unsubscribe
http://x.jmxded133.net/u.z?4dOaa6aOb30f43a8bc6968a772d03ca8
mailto:538297208567811@jngomktg.net
mailto:lO17-barist@odatv.com
mailto:winnerr51@iangomail.com
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Duyuru.pdf bu e-postanln ekinde yer almaktadlr. iyerik ve Kay diger me ajda 
farklldlr ancak allnan veri yolu Uy a~agl be~ yukan aymdlr. 

Yanlt veri yolunun JangomaiJ.com olduguna dikkat edin. Jangomail me~ru bir po ta 
sunucusudur ancak oldukya yok saYlda yaramaz posta ve Teklifsiz Ticari E-posta i<; in 
kullantlmaktadlr. Buraya geri donen rastgele postalar fark edilmeyecektir. Aynca, 
buradan, yani me~ru bir e-posta sunucusundan gelen postalara da biryok veri alanlnda ve 
posta sunucusunda izin verilecektir. Bu e-posta me~ru mudur? Haylr. chp.org. tr ilt: ilgisi 
bulunmayan e-posta sunuculan kullanmaktadlr. Jangomail, chp.org.tr'nin kulland lgl bir 
posta sunucusu degildir. DolaylSl ile bu, biryok Ulkede cezaya tiibi bir SUy te~kil eden, 
aldatma amayli bir e-postadlr. Bunun da otesinde, soz konusu iki e-postaya KAY 
yUklenmi~tir ve bu da, TUrkiye ' nin de imzalaml~ oldugu Avrupa Konseyi Sibersuc;lar 
Antla~masl kanunlannl ihlal etmektedir. Elbette ki i~in bu klsml yargl sistemine ve 
hakime kalml~tlr. 

Sonu~ 

DataDevastation'nin ve Ba~ Tetkikyi Joshua Marpel'in profesyonel goril~Une gore, SQZ 

konusu sabit diski banndlran ODA-TV bilgisayan, bir yemleme veya hedefli yemleme 
saldmsl tarafmdan hedef allnml~tlr. Bu saldm, kandlrma amayll e-posta adreslerine sa hip 
2 veya daha fazla e-posta ile gen;:ekle~tirilmi$tir. Bu e-postalarda hem PDF hem de SCR 
(ekran koruyucu) uzantill dosyalar olan ekler bulunmaktadlr. Bu dosyalar, yukan da da 
gosterildigi gibi, envai ye$it KAY ile yUkiUdUr. Bunlar bir kez bula~tlglnda, bilgisayara 
yeniden virUs bul~tlrabilmek iyin birden fazla gizlenmi~ yollara sahip oldugundan, 
bilgisayar ve bilgisayar sahibinin bu virUsleri temizleme veya yok etme ~ansl c;ok 
dU~UktUr. Bir kez bu yolla virUs bula~tlktan soma, artlk bu bilgisayann ODA -TV 
kullanlcIlannm kontrolUnde olamayacagl, ancak bu virUsUn yaratlclslIl mi ahi binin 
kontrolii altlllda olacagl aYlktJr. VirUs yaratlclslnll1/sahibinin emri ile her $ey 
degi ~tirilebilecegi, yok edilebilecegi, olu~turulabilecegi, makineden kaldmlabilecegi vey 
makineye konabilecegi iyin, bu noktada makinen in Uzerinde bulunan hiybir ~eye 

guvenilemez. 

23 Arahk 2011 tarihinde taraflmca imzalanml~tlr. 

http:JangomaiJ.com


Boliim I 

Kullanllan Ara~lar 
• Sleuth Kit 

• Autopsy 

• Macintosh OS X Lion 

• Windows XP 

• VirtualBox 

• Carbon Copy C10ner 

• Wiebetech USB Write Blocker 

• Avast Anti-Virus 

• Malwarebytes Anti-Malware 

Boliim II 

Tek e-posta uzerinde yapllan virus 
taramaSlnln tam raporu (kar~lla~tlrma 
ama9h) 
VirusTotal kulianIlarak E-posta Ozerinde Yapllan Virus Taramasmm Sonwylan: 
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Birinci tetkikc;inin Vaslf1arl 

Joshua Marpet, AccessData OnaylJ Tetkik<;:isid ir (ACE). Aynca, A (Ulusal 

Giivenlik Ajansl) ve DHS ' nin (Olke Giivenlik Departmanl) onayll bir Akademik 
MUkemmeliyet Merkezi olan Wilmington Oniversitesi'nde Adli Bi li~im dersler i 
vermektedir. 

Joshua, St. Tammany Parish , Louisiana'da St. Tammany Pari h Boig ~erif 

Ofis inde gorev yapml~ olan, eski bir kanun uygul aY lcLsldlr. 
Konu~ma ge<;:mi~i mUkemmeldir. Joshua, Dojocon, Shmoocon, Black Hal DC, 

Defcon, BsidesLV, BsidesOE'de ve aynca bir<;:ok ba~ka topluluk onUnce konu~malar 

yapml$tlr. Joshua, bir FBI Resmi-Ozel Kurum Ortakllk organizasyonu olan [nfraganJ'a 
hitap etmi~ ve ABO Gizli Servisiyle yap dan ECTF (Elektronik Suc;lar Gorev Ekibi) 
toplantdanna konu~macl olarak katIiml ~ tlr. 

Ara$tlrma alan1l1da ise Joshua, ki$ilerin kU<;:Uk bir idari giderJe dij ital bir adli 
~_-w.,· laboratuan kurma kapasitelerini gU<;:lendinnek i<;:in tasarlanml~ ara$tmn alar y"I!:1· im 

http:2011.12.10
http:11.12.07
http:4.6.S.14
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Abstract 

l3y t he reques t of the AtLurI1ies , Dr. Duygun Yarsuvat and Attorney 

H uscyin Ersoz , who represent Soner Yaici ll, DataDevastation examined 

a d rive im age to de termine what , if any, ta mpering was performed on 

t he hard drive that was rt 'lIloved from ODA-T V. There is alleged to be 

tamper ing, due to malware, phishing emails, and documents "placed" on 

t he hard d rive which were allegedly not there before the hard drive was 

tampered with. The forensic inV<'stigation performed here will at tempt to 

de termine, within a rc"sonable degree uf cer tainty, if there is any truth 

to these claims, and tu whaLextent this hard dr ive was tampered with or 

not, while still in the custody a nd poss<'ss ion and use of ODA-TV. 


1 Evidentiary Procedures 

1.1 Package 

DataDevast.ation received a Fedex package, from CybcrDiligence. The pac:kagl' 
conl a ined a soft drive enclosure, with a single 3.5" SATA hard drive wi th in it . 
The drive contained within the package i ~ a blah blah type of drive, labeled 
"ODA-TV HO D6". 

T he package was examined and opened by Joshua IVIm·p et, lead examiner. 
The package appeared unopened. pr ior to receiving it. 

1.2 Drive 

The drive was cxalllincu, and appeareu to be a normal 3.5" S.ATA. ha rd di::;k 
drive. Upon being placed ill a drive dock, it connected successfully to rh(' 
c()mpull'r hooked up (.0 il .. The drive con (. a incd 1 image file, broken d()wll illl.() 
61 packages , or files. SA,eh file wa.~ named 11I.IAG E()()1 CO Il\lAGK061. ·l' herc 
was also a file on Ihc drive llfuned 2011-02-l4 12-21.i-!)1.i 00011 D2F. LOG. T his 
fill' is a Tablea1l Disk 1.0 File Log fi le, detailing Lhc Ilse of a Tableau system \,0 

imaf!;E' the original disk. 
In th is fiIc , iL liSLS Che disk hashes: SHA I dODa547f2a.c2714ceaf7e36569.5e 7d36bd!.l f5 rI t) 

MDS 5d533c43c70eccd368539c5107 c63439 



Those hashes were compared to the hashes reported by Autopsy an d T he 
Sleuth Kit . They matched perfectly. 

What t.hat means is that the image files t.hat DataDevastation examined are 
identical to the contents of the drive, at the time it was imaged. 

2 Documents 

As on m a ny personal computers , there are ma ny do cuments in seYI~ ral formats 
Oll the hard drive in question. These documents a rc mostly simple Mic roso ft 
\Nord Documents, E mails, Excel spreadsheets, Adobe PDFs. , and s imila r types 
of documents. However, sOllie of them a rc forensically interesting. 

2.1 File Timelines 

Upo n creating it file timeline . it was found that. there are ftle:'; with no da te:'; . 
Some of these a re remnant~ of files that were there originally, but ~ome wer(" 
not . 

Example o f a probab ly harmless pair: 

Fri Aug 17 2001 15:02:20 9600 m .. r / rrwxrwxlwx 0 0 12361-128-3 
C : /WINDOWS/~ystem32 /drivers/ hidusb.sys 

9600 m ... r/ rrwxrwxrwx 0 0 12365-128-1 C: /WINDOWS/systern32 /dllcacl.l(' / h idu sb. ~y~ 

- Without a date , but probably just a remnant of the one above. 

2 .1 .1 Deleted Command files 

212480 m ... r / rrwxlwxrwx 0 013499-1 28-3 C:/WINDOWS/SWXCACLS., 'x, 

136704 m .. . r / rrwxrwxrwx 0 013507-128-3 C: / WINDOWS / SWSC.cxe 

98816 m .. r 'ITwxrwxrwx 0 0 13566-128-3 C: / vVINDOW ,·-ed.exe 

80412 m .. r/rrwxrwxrwx 0 0 13568-128-3 C: iWINDO\<\ S / grep. cx(' 

68096 Ill ... r/rrwxrwxrwx 0 0 13570-128-3 C: / WINDO\<\ S 'zip.exe 

161792 m .. r / rrwxrwx rwx 0013578-128-3 C :! v l NDOWS SWRE G.cxe 

While SOlllC o f Lhese fiks arc COlllmon a nd p oLc nt ia tty even harlll lc:;s Oil a win­
dows machine, it 's uuusua l to SI'l' Sed and Grep on a IVlicrosoft vVindows ma­
chine. These a re Unix or Linux commands used fo r soph isticat ed processing of 
data. It is possible they were placed or used by the virus or virus owner. 

3 Malware 

3. 1 Malware List 

Several documents were exami lled, using hex editors, among other tools . J\lhUlY 
of these documents have v iruses, Trojans , ami other rnalware variant ::; on or ill 
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t.hem. Such a significant number of malware issues were detcet ed , it took more 
than 4 hours to run a simple Anti-virns/Anti-mal ware scan on the drive. Here 
is a sample of what was found. There are so many viruses, trojans, and worllls 
OIl this computer, a sampling is all there is space to show. This salllpling is 
part icu larly interesting. 

(}W"",fOOl "'lIoonC~>'fiOOlll\llll!)()\o\~",,' \1q, 

(,...... DO , ,,,.....,... bJ'flo,.~"".(JQW!, _hlfRllOflHB',. I.... ,. ,0101 01 O/QZ1Q.()(H"""" _ 

~ """'I>!! 001_'"" QG3'floolV~ ' '''''''" . ~0un;"""1~ e.20101'181$.OO~~7.001"*"t> HIgI1 
r. ~ ()O, w>tlrUIOn Q 1210111 ~>:$LogflIe .. 

"\fAAGf001"""1i,,.. 12'08 ' 90""'00 ' lIROMO".'.~. ,..." 
w.o.OE OOI'l'ow1l1Un !)$"".fflotlI'Ooc lIIIOfi. onI l Sot! 111.11'", '" """""'ugr_-e.~l/>.~ ""'.,w>goI ..... _ 

"...... . 00l1PN11IoM ~ 631!ooC'(JoG,,,,,,,oI end Sonh'l sWi U. ,~~.... ~1d1' fA.".,_ I~~ I0I0..'''9'' ox. ,. 

3.1.1 Civil Defense-6672 

The first. virus list.ed , Civil Defense-6672 i ~ a rare virus, M'cording to Syman. 
t oc . "W ild Level: Low Number o[ In[ections: 0 - 49 Number of Sitef<: 0 - 2 
Geographical DisLribuLion Low" 

I n ocher words, ic would be very unusual Lo find chis on a ~'Ys t .f' m. It ~~ a 
~tcalthed (hidden) virus, undetectab le while running. 

3.1.2 Autorun-B.l 

The ~econd malicious program , "Aut.orul)·BJ", is a way to keep I bl: ,;y~t.e lll in­
fected. It masqueraue.' as a eonfiguraLioll file, l>u~ slarLs 01 her virus prograllls 
and command shells if it necds to. Many antivirus programs will not alert on 
lhese, as configuration filcs arc diffi cult. Lo scan, for lcclll1ical reasons. 

3.1.3 Win32:Malware-gen 

The last of the three types of infections is a p;eneral purpose Malware. The virus 
author has merely to program in a se t. of tasks, and the malware will perfonn 
them. It is a tenacious (t.ough) piece of software, extremely uiJliclllt. to detR(' t 
and remove. 

This combination of rnalwa re is extremely tough to determine it is even 
there, much less to remove it. 

3 .2 Use of Malware: 

This lis t includes tro.ians, back door applications, and virus('s . Essentially, t.his 
suite of malware was designed as a unit, to give multiple pathways t.o both 
C011trol the machine , and to make sure thc machine was never able to be suc­
cessfu ll'y uninfected . \Vith a combination of stealthed viruses, a protected worrn 
that could re-infect the system, even if everything else was cleaned out , a nd a 
gf'nf'ra l purpose virus alld command shell , this computer was practically guar­
allt.ced not to ever be cleemed , or to be possible to be cleaned. 
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The ODA-TV lllachine was taken over, alld Hot allowed to be re-taken by 
its original owners. 

What usc did the new owners (the malware providers) have for the machille? 
Typically, computers with rnalware on them, especially trojans such a , foullll 

on this machine .. are used for either "zombie" mach ines, in a botnet, or for some 
~ ppci f1c purpose. 

However, mos t zombie computers ,·"re obtained through website "drive by'· 
infections, where ~ imply visitin!!, a W('bsitc will download a virus or work t o your 
computer. These computers ar(' added to a botnet , and used for anything from 
spalll emailing, to DDoS (Distributed Denial of Ser vice) at tacks. The ma li l:iuus 
ac t.or is not specifically going after that. computer, or t.ha t. user. They simply 
ha ppen to be at the wrong place at the wrong time. 

T his computer was not infected in that fashion. The email inf d. ion of 
thi~ machine is a fac tor that must be taken into account. T his computer was 
targeted. This uscr was targcted , to attack this computer. 

Email 

V!hic:h brings us to the beginning. The vector (method ) of infection was through 
('ma il. T here wus an infccted sc:reensaver , Attaturk Ekrankoruma.scr, alld a 
PDF file , Duyu ru.pdf, t hat had multiple exploit.s built into t hem. These appear 
to be the files that. caused the entire massive infection. 

T he specific em<Lils in que!:ition are bot.h from odatv (Baris t),s inbox. An 
exam ple is th is onc. 

Re t urn-Path: <winnerr51@jangomail.com > 
Dclivered-To: 1017 -bar ist@odCltV.COl ll 
Received: (qmail 26029 illvoked frolYl network); 5 Feb 2011 22:5 1:16 - 0200 
Received: from monet.jangomail.com (199.237.53.220) by naturelrekinm.com .tr 

with SMTP ; 5 Feb 2011 22:50:37 -0200 
Message-ID : 53t)297208567811 @jngomktg.net > 

Suhject : - ?utf-8?Q?13<ls - C4- B lu_ Duyurusu?­
From "- ?UTF-8?Q?CHP Bas -C4- -Bln BlIlml ? ~II .- l.Jasinbirimi (~chp.org . Lr 

Date: Sat , 05 Feb 20ll 20:50:07 -0000 
To: bilgilendirme@chp.org.tr 
X-Priority: 3 
MIME- Version: 1.0 
X-Mailer : N/ A 
Li"t -U nsubscribe: http / l x.jmxdedI33 .net/ u.z'14dOaa6aOb30f43Cl IJ cG 968a 772dO:ka~. , 
< lllailto:winnerr51 (cj)j angornail.com 'IS ubject - U nsu bscr ibE' 
X-UserID :'i:38297.20RSG7RllTl:37420 X-VCullfig: T .'L()KS G7Ml 
Cont c'llt-Type: multipart./mixed ; 
buundary "- _ Pa.rl _ 8 _ 1 7610117. 12(Jfi9,1RRCJ2110" X­
E"etld : AA907127F2D44E32 ' ODC 
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Duyuru.pdf is the attachuH'nt to this email. The content and malware is 
di ffe rent, in the other one , but the path it, t,ook is much the same 

Notice that the return path is to Jallgolllail.com. .Jan~ornai l is a legitilll ate 
m ail server , but it is used for quite a lot of spam , Unsolicited Commercial Email. 
H.andom lIlail returning to there would not be noticed. As welL mail com ing 
frOIll there, a legitimate email server, would be allowed into 1Il0st domains, awl 
mail servers, Is this mail legitimate? No. It uses mail servers unrelated to 
chp,org,tr. Jangomail is not the mail server that chp.org.tr uses. Therefore, it 
is spoofed email , which is a punishable offense in many countries. ~lore thall 
that, the two emailsinquestionareloadedwithlllalware. whichbn.:<.Ik..: The 
Council of Europe Convention OIl Cybercrime laws, which Turkey is a signatory 
of. Of course, this is more properly left to the trier of fact (t he judge and justice 
sys tem) , 

Conclusion 

It is the professional opinion of D<ttFlDevastation , and the Primary Examiner. 
Joshua Marpet , that the ODA-TV eomputer this hard disk drive callie from 
was targe ted by a phishing or spear phishing attack. This attack was put in 
place with 2 or more emails , with spoofed email addresses. The .mails were 
CArryi ng at.tachments, both a PDF and a SCR (screensaver) file . T hese ftles 
were loaded with malware of all kinds, as demonstrated Flbove. Once inf ' ctcd , 
j he computer and computer owner wou ld have little chance to clear or clean 
the infection, as the Ina lwarc had multiple stca lthed and hidden ways to rc­
infect the computer. Once infected in this way, the computer can no longr;r b' 
c1<'rlrl y in control of the ODA-' )'V users .. and is eH'ectively under the control of 
the virus creator / owner. At that point , nothing on the machine can be t rnst,l:d , 
, IS anything can ue 1l10dified, Jesl royed, crea ted, moved oH', or moved onto f he 
llli),chinr , at the order of t.he virus creator/ owner. 

Signed by me this day, the 23rd of December, 2011 
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Part I 

Tools Used 
.:'-hc Sleuth Kit 

• Autopsy 

• ~lacintosh OS X Liou 

• \;Vinclows XP 

• VirtualBox 

• Carbon Copy Cloncr 

• Wicbctech USB Write Blocker 

• Avast Anti-Virus 

• IvIa\warcbytcs Anti-iVlalwarc 

Part II 

Virus Scan full report on single 
elnail ( for comparison purposes) 
Antivirus Scan of Email using VirusTotal: 
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Part III 

Primary Examiner Qualifications 
Joshua l\{arpet is an AccessData Cert.ified Examiner (AC'E) . He also T.cnches 
Forensics at vVilmington University, an NSA (:\Jat.ional Security Agency) and 
DHS (Department of Homeland Security) cert.ified Cent.er of Academic Excel­
lence . 

Joshua is ex-law enforcelllent, having spent several years with the St . Talll ­
many Parish Sheriff 's Office, in St. Tammany Par ish , Louis iana. 

His speaking record is excellellt. Joshua has spoken a t Dojocon, Shmoocon, 
Black Hat DC, Dcfcon, BsidcsLV, BsiclcsDE, and ill front of many other au­
dicllces as wel l. Josh ua has addressed Infragard , an FBI Public Priva (' Pan.­
Jl(~rship organization, and has ~poken at ECTF (Electronic Crime Ta.s k Force' ) 
ll lcet ings with thc US Secret Service. 
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In rcsea rch , Joshua is conductiJlg rcsearch designed to strengthen the ability 
of people to build a d igital forensics lab with little overhead. 
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Objective: We were asked to perform a forensic analysis on what is referred to a. Hard 
D isk Drive #6's forensic image as provided to us. Concern was expressed about the 
authenticity and authorship of various documents (See Exhibit A) that purported ly were 
found on HOD #6. As such, the following objectives of this investigati n were 
determined: 

1. 	 Determine if any evidence exists suggesting that the files in questio n may have 
been planted by unknown individuals to frame the user of the computer. 

2. 	 Is there any evidence suggesting that the owner had knowledge that the files in 
question existed on the hard drive. 

3. 	 Is there any evidence that the owners/custodians of the hard drives accessed the 
subject files listed in (Exhibit A). 

Forensic Examination Steps: 

1. 	 Perform a forensic analysis on the hard drive utilizing various state-of-the-art 
forensic software tools: 

a. 	 Forensic Tool Kit (FTK) Version 3.3 
b. 	 X-Ways Forensics 
c. 	 Internet Evidence Finder 

2. 	 Examine the computer for artifacts of recently accessed files. 
3. 	 Perform a malware analysis to determine if there is evidence of any comprom ise 

that would facilitate the planting of incriminating files. 

Findings: Using start-of-the-art forensic tools, and acceptable computer and investigalive 
methodologies, it has been determ ined that the hard drive examined, hereafter called 
"HDD # 6" has been compromised as a result of a direct and targeted attack by unknown 
ind ividualS. Malware which are clas ified as Droppers and Remote Acce , T rojan (RAT) 
wa. planted on the computer hard drive using a specifically targeted "spoofed" emai l 
( ee Exhibit B). The malware detected showed that "HDD # 6" was in fect d numerous 
times and the characteristics of the malware indicates that it was Remote Access Trojan 
designed to give the attacker full control of the computer. 

Examination of the " Recently Accessed Files" (See Exhibit C) reveals all the document 
that wer accessed (opened), created or modified by the user of the computer. The 
majority of documents in question were never opened by the owner of the computer. 

The meladata file headings for these documents are conclusive; if the owner of the 
hard drive created, accessed or modified the document files there would be evidence of 

- thaI on Ihe computer's hard drive. That evidence is absent in many of the document 
.... ~.> 1J . It supports the conclusions andfindings written herein. 

,,::' 
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Exam ination of "HDD # 6" not only showed the existence of malware, Windows 
Prefetch files indicate that the malware was an executable file that was indeed executed 
as soon as the malware program penetrated the computer's security perim t r via an 
infected email, and we believe that based on the malware characteristics (SVCHOST.exe) 
that the malware communicated back to the external source of the malware attack in 
accordance with its programmed characteristics and behavior to download add itional 
malware (See Exhibit D). 

Our examination shows evidence of a "spoofed email" being used to allow the mal ware 
to access the computer. In other words someone other than the original owner or 
custodian of an email address impersonated that email address in order to indu e the 
custodian of "HDD # 6" to open an email that then, unbeknown to the email recipient, 
down loaded an executable malware program. CHP.ORG.TR uses BMX.IS.NET.TR as its 
email server not JANGOMAIL. The spoofed email came via JANGOMAIL.com which is 
a known entity in the computer forensics field for this type of clandestine imper onalion 
of emai l users. The spoofed email was designed to have the owner of the computer open 
an email that they thought was from someone they knew when in fact it was an 
impersonation with one intention; open an attached PDF file. Once opened the PDF file 
conta ined a Malware which took control of the owner 's computer without his/her 
knowledge. 

In conclusion, it is our expert OplnIOn that the computer has een targeted for 
compromise and was in fact compromised by unknown individuals. T herefore the rightful 
owner of the computer lost control of the computer in question. No digi tal evidence that 
was obtained from this computer can be relied upon or used in any civil or criminal 
process as it was intentionally targeted and compromised. There is a high probabil ilY thaL 
the unknown attackers may have planted the evidence in question . 
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Ama<;: Bizden, taraflmlza veri len Sabit Disk SUrucUsu (HOD) #6 olarak adland rn lan adl i 
goruntli Uzerinde bir adli bili~im analizi yapmamlz istenmi~tir. 1100#6 lizerinde 
bullindugu ileri surUlen yqitli belgelerin asltyla ozde~ligi ve kim tarafmdan yaztl dlgl 
konu laflnda bazl kaygllar oldugu dile getirilmi~tir (Bkz. Ek A). Bu durumda, bu 
ara~tlrmaya il i$ kin olarak a~aglda belirtilen amaylar belirlenmi~tir: 

1. 	 Soz konusu dosyalann bilgisayar kullanJclsm) oyuna getirmek amaclyla 
bilinmeyen ki~ilerce makineye konmu~ olabilecegine dair herhangi bir delil ol up 
olmadlgmm belirlenmesi. 

2. 	 Bilgisayann sahibinin soz konllsu dosyalann sabit diskte bulundugllnu bild igine 
dair herhangi bir deli l olup olmadlgmm belirlenmesi. 

3. 	 Sabit disklerin sahiplerininlzimmetli oldugu ki~ilerin (Ek A)'da listelenen soz 
konusu dosyalara eri~tigine dair herhangi bir delil olup olmadlgmm b lirlenmesi. 

A dli BiIi$im incelemesine Ail Adlmlar: 

1. 	 ~e~itli son teknoloji lirUnU adli bili~im yazIllm araylan kullandmak sur tiyJ sabit 
disk uzerinde bir adli biJi~im analizinin geryekle~tirilmesi: 

a. 	 Forensic Tool Kit (FTK) Versiyon 3.3 
b. 	 X-Ways Forensics 
c. 	 Internet Evidence Finder 

2. 	 Bi lgisayarda son zamanlarda eri~iJen dosyalara ili~kin yapay kanJ tlar ay l tndan 
incelenmesi. 

3. 	 SU(;lamalara neden olan dosyalann bilgisayara dl~afldan konma 'tn l 
kolay la$tlracak herhangi bir taviz oldllguna dair herhangi bir kanJ t olup 
olmad lg lnl beljrlem k amaclyla bilgisayar uzerinde bir kotU amayll yazillm 
(KA Y) analizinin geryekle~tirilmesi. 

Bulgular: Son teknoloji oronU adli bili$im yazIllm araylan ve kabul edjlebilir bi lgisayar 
ve ara~tlrma yontemleri kullandarak, bundan boyle burada "HOD#6" olarak 
adlandlfllacak olan sabit diskin, dogrlldan ve hedeflenmi~ bir saldm sonucunda 
bilinmeyen ki ~iler tarafmdan zaafa ugratlldlgl belirlenmi~tir. Dropper ve Uzak Eri~im l i 

Trojan (RAT) olarak sllllflandmian KA Ylar, ozel olarak hedeflenmi bir "aldatlc l" e­
posta kullantlarak soz konu u sabit diske "ekilmi~tir" (Bkz. Ek B). Tespit edilen KAY, 
] IDD#6'ya biryok kez virUs bula~tlf1ldlgml ve KA Ym ozelliklerinin bunun aldl rgana 
bi Jgisayann tam kontrolUnU vermek iyi n tasarlanml~ olan bir RAT oldugunu gosterm i$tir. 
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BII belgelere ili$kin dosya ba$ltgt metaverileri kesin ve $iipheleri ortadan ka/dmci 
niteliktedir; har disk in sahibinin bu beige dosya/artntla Olu$lurmu$, eri$mi$ veya 
degi$tirmi$ olmasl halinde, bilgisayarm sabit diskinde bu i$femlere ili$kin kanlf 
bulunmast gerektigi kesindir. Bu kantt be/gelerin ~ogu i~in yoktur ve bll durum da 
burada yazan sonu~/art ve bulgu/art destekler niteliktedir. 

HDD#6 Uzerinde yapdan inceleme sadece KAY varllglnl gostermekJe ka lmaml~. 

Wi ndows Pre fetch dosyalan KA Yin, KAY bilgisayann gUvenlik yevresine vi rUsli.i bir e­
po ta araciligi ile nUfuz eder etmez geryekten de yall~tlfllml~ olan, ya "~tlfllab i l i r bir 
do ya oldugunu da gostermi~tir ; dU~Uncemize gore, KAY ozell iklerine dayanara k 
(SVCHOST.exe), soz konusu KAY, jlave KA Ylann da indirilmesi iyin program lannm; 
oze ll iklerine ve davranl~lna uygun ~ekilde kotU amayll yazdlm sald msmm kaynagl ile 
il eti~ im geymi~tir (Bkz. Ek D). 

Yaptlglmlz inceleme, KA Yin bilgisayara eri~mesine olanak saglamak iyin [e-posta adresi 
e-postanln geryek bir ki~iden gittigine inandlracak ~ek i lde dUzenlenmi ~ olan] bir "lIldClltcl 
e-postanzn" kullanddlgma dair kantt oldugunu gostermektedir. Oiger bir deyi~le . bi r e­
posta adresinin gen;ek sahibinden veya koruyucusundan ba~ka biri, 1-I 0 0 #6'nm ahib inin 
eya koruyucusunun yall~tlflJabilir bir KA Y programl yUklenebilmesi amaclyla 0 and e­

posta alJclslOlO tanlmadlgl bir e-postayl aymaSlO1 saglamak iyin bu e-posta adresin i taklit 
etm i~tir. CHP.ORG.TR, e-posta sunucusu olarak JANGOMAIL'i degi l, 
BMX.lS.NET.TR' yi kullanmaktadlr. Aldatlcl e-posta, adli bili~im alanmda e-po La 

ku llantc tl annlO bu tUrden gizli saklt taklit edilmeleri alanlOda tanlOan bir kurum olan 
JANGOMAIL.com adresi Uzerinden gelmi~tir. Aldatlcl e-posta, bilgisayar kullanlclslOln 
tanl dl gl birinden geldigini dU~UndUgU , ancak aslmda tek bir amayla - : ekli bi r PDF 
dosyaslOl aytlrmak - taklit<;i olan bir e-postaYI aymaSIO I saglamak Uzere tasarlanm l ~t l r. 

POF dosyaslOda, dosya aytldlgl anda bilgisayar sahibinin bilgisaya n nm kontrolunLl 
sahibin haberi olmakslzm ele geyiren bir KA Y yer almaktadlr. 

Sonw;: olarak. uzman kanaatimize gore, soz konusu bilgisayar zaafa ugramasl ve teslim 
oimasl ivin bili nmeyen ki~ilerce hedeflenmi~ ve bunlar geryekten de ba$artlml~tlr. Bu 
nedenle de bilgisayann geryek sah ibi , soz konusu bilgisayar uzerincleki konlroJUnu 
kaybetmi~t i r. Bu bilgisayar kasti olarak hedef almdlgl ve zaafa ugratllarak tesl im almdlgl 
iy in. bu biJgi sayardan elde edilen hi9bir dijital kanlta gUvenilemez veya bu kanltlar 
herhangi bir medeni kanun veya ceza kanunu takibatmda veya davaslOda ku llant lamaz. 
Bili nmeyen saldlrganlann soz konusu kanltlan hard diske "ekm i ~" oimasl oldukya 
yli ksek bir oiaslhktlr. 
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